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Mitigating the Safety Risks of Unmanned Aerial Vehicles (UAVs) 

in Shared Airspace 

1. Background and Context 

The rapid proliferation of unmanned aerial vehicles (UAVs), commonly referred to as drones, 

is one of the major structural changes in global airspace management since the commercial jet 

aviation era.  

ICAO began addressing the regulatory challenges of UAV integration by developing the 

Remotely Piloted Aircraft Systems (RPAS) framework, introduced under Annex 2 and 

supported by the RPAS Manual (Doc 10019).  But technological evolution has significantly 

outpaced global regulatory response and the absence of a comprehensive global framework 

creates safety gaps, particularly in low-altitude airspace where UAVs most frequently interact 

with manned general aviation, helicopter operations, and aircraft in the approach and departure 

phases of flight. 

A series of well-publicized near-miss events has highlighted the need to establish clear 

standards for UAV registration, remote identification, operational restrictions, and integration 

within the general airspace. 

The primary ICAO instruments relevant to this topic are: 

• Annex 2 (Rules of the Air),  
• Annex 6, Part IV (Operation of Aircraft — International Operations, Remotely 

Piloted Aircraft Systems), 
• Annex 13 (Accident Investigation), 
• Annex 19 (Safety Management), 
• RPAS Manual (Doc 10019), 
• Safety Management Manual (Doc 9859), 
• ICAO UTM Common Framework, Edition 42 

2. Key Issues 

Registration and Remote Identification  

A crucial challenge in UAV safety management is establishing who is operating a drone and 

where it is operating. Many states have introduced national registration requirements, but these 

systems are inconsistent, non-interoperable, and non-applicable across borders.  

 
2 https://www.icao.int/sites/default/files/left-menu-pdfs/UTM%20Framework%20Edition%204.pdf 

https://www.icao.int/sites/default/files/left-menu-pdfs/UTM%20Framework%20Edition%204.pdf


Remote Identification (Remote ID), i.e. the ability to broadcast a UAV’s identity and location 

in real time, is considered by safety regulators to be a prerequisite for effective airspace 

management and law enforcement. However, regulators have adopted diverging approaches, 

thus increasing the risk of long-lasting discrepancies. For instance, while both the US and the 

EU require Remote ID for most drones weighing over 250 grams, key differences exist: the 

FAA registers the aircraft, while EASA registers the operator, and the two systems use different 

data-broadcast standards and compliance frameworks. 

 

https://skybrary.aero/articles/uas-remote-identification 
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UTM (UAV Traffic Management) Systems  

Conventional Air Traffic Management (ATM) was designed for traditional aircraft operating 

under instrument (IFR) or visual flight rules (VFR). It is not scalable to the volume, diversity, 

and low-altitude operations of UAVs: drone operators cannot interact with air traffic controllers 

or submit flight plans. To cope with this challenge, UTM seeks to provide automated, data-

driven separation services for drones and onboard systems to avoid collisions (“detect and 

avoid”) and organize the safe flow of drones. 



 

Xiangdong Chen, Shen Li, Meng Li, “A hybrid centralized-decentralized traffic control 
framework for unmanned aerial vehicles in urban low-altitude airspace,” Communications in 
Transportation Research, Volume 5, 2025 
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UTM architectures are being developed across major aviation markets, but these systems use 

different technical standards and data protocols, creating interoperability challenges. They 

fundamentally rely on technological solutions, thus creating new potential risks:  

• Interface between unmanned and manned aviation. If the safety of UAV operations 
is almost exclusively ensured by automation, how to ensure that traditional airspace 
users, most notably general aviation, are not at risk if their aircraft are not equipped 
with the same detection and identification technologies that make automated separation 
possible? 

• Cybersecurity vulnerabilities, GPS spoofing, and signal jamming. Drone operations 
are expected to rely increasingly on connected technologies for remote control, 
communication, and data transfer. They will therefore be vulnerable to many of the 
same vulnerabilities of other connected systems. The dependence of small UAS on GPS 
signals makes them particularly vulnerable to jamming, spoofing, and signal 
interference. 

• System fragility and single points of failure. A software outage, network disruption, 
or coordinated cyberattack could all at once ground drones flying over a commonly 
used airspace, strand them, or generate collisions. 

• Some advocate for more automation in the monitoring process, to assess the new 
threats conveyed by automation itself, but it raises another question: what if the 
automated monitoring system fails to identify a risk before it happens? 



 

ICAO, Unmanned Aircraft Systems Traffic Management (UTM) – A Common Framework with 
Core Principles for Global Harmonization, Edition 4 

 

Geofencing and Operational Restrictions  

Geofencing technology restricts drone activity in sensitive regions (airports, airspace, and 

critical infrastructure) using GPS and pre-programmed geographic information. It is considered 

to be an essential safety measure, most notably to avoid collision with traditional aviation or 

the intrusion into prohibited/restricted areas.  



 

Mehdi Hosseinzadeh, “Chapter 22 - UAV geofencing: navigation of UVAs in constrained 
environments”, in Anis Koubaa, Ahmad Taher Azar (eds.), In Advances in Nonlinear Dynamics 
and Chaos (ANDC), Unmanned Aerial Systems, Academic Press, 2021, pp. 567-594 
 

The effectiveness of geofencing depends on manufacturers implementing consistent and 

accurate restricted zone databases, which in turn requires states to provide standardized, 

machine-readable aeronautical information. 

Enforcement of operational restrictions also varies widely. In many developing states, 

enforcement capacity is limited even where regulations exist on paper, allowing unsafe UAV 

operations to continue unchecked near active airports and populated areas. 

 



3. Key Questions for Delegates  

• What should be the minimum global standards for UAV registration and Remote 

Identification? If ICAO cannot compel harmonization, what is the realistic minimum 

standard it can establish, and how long can fragmentation be tolerated? 

• UTM architectures in the US, EU, China, and elsewhere are being built on different 

technical standards, creating a patchwork of systems that cannot communicate across 

borders. Is meaningful global interoperability still achievable and, if not, what is the 

fallback? 

• Most drone-related incidents involve recreational operators, and enforcement is 

primarily a national responsibility. What could ICAO do to address a risk that sits 

largely outside its jurisdiction but could impact international civil aviation? 

• How can ICAO design standards that raise the global safety baseline without simply 

formalizing a gap between states that can comply and those that cannot? 
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